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Security & Compliance Risk Landscape

Presentation addresses the management of Audit
recommendations from the perspective of the CISO

HaCkings PhiShing, Sophisticated,
Social Engineering automated, stealthy

“Information warfare «  INnternational and Internal Fraud

and competition is Inter-Enterprise d Abuse
real and not confined : an u
to critical Information Theft Still acknowledged as the
infrastructure. most prevalent and serious
threat.
Sophisticated, automated, and
stealthy by organized crime, ad
hoc criminals, CdO_fPtOfatet_ | CyberX Activities Legal and
enterprises, and international  x — crime, Terrorism, Warfare i
intelligence agencies with varying regulatory action

Privacy laws, regulations, sanctions, and

motivations, but all employing penalties can jeopardize enterprise viability

highly skilled hackers.
Employees

“Loose lips” and
careless security
behaviors
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Hacking, Phishing, sophisticated,
Social Engineering automated, stealthy

“Informationwarfare < International and
and competition is fea'lnter-Enterprise Internal Fraud

and not confined to . and Abuse
critical infrastructure. Information Theft Still acknowledged as the most

prevalent and serious threat.

Sophisticated, automated, and
stealthy by organized crime, ad hoc

criminals, corporate enterprises, L
and international intelligence Cyb_erx ACtIYItIeS Legal and
agencies with varying motivations, X = Crime, Terrorism, Warfare regulatory action
but all employing highly skilled Privacy laws, regulations, sanctions, and
hackers. penalties can jeopardize enterprise viability
Employees Auditors
“Loose lips” and careless Irrelevant, time-diluting

security behaviors recommendations
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What do you do? What can you do? SHARE

Techaglogy - Goeaeclions - Results

It evenyone in an entity is nat pulling in the same divection, then you
wen't get te whete you need to be as fast as you need to be thete.
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What do you do? What can you do? SHARE
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It evenyone in an entity is nat pulling in the same divection, then you
wen't get te whete you need to be as fast as you need to be thete.

Audit Comment to
CISO:

Make sure that all

Ethernet ports are
disabled if they are not in
use to avoid unauthorized
intrusion from the Intranet.

Beleaguered CISO
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Recommedation? @ 2% ARE

 Is it addressed to the person who has the authority to do
something about it?

 Is it addressed to the person who can implement and
operationalize it?

 What is the real risk relative to other risks the entity may
face?

* |s it consistent with the security objectives of the entity and
the current plan and budget?

 |s it feasible (solutions, budget, resources)?
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What about your Auditor? SwARE

Techaglogy - Gorseclions - Resulls

Is your auditor a bully?
Is your auditor knowledgeable?
Is your auditor on the right page?

What is your organization’s attitude toward audit
recommendations?
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How to manage (all of) your auditors 1 A
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InfoSec InfoSec
Framework Roadmap

Risk Management
Process

Jake charge and levenage the things you should be deing anyway te
fielp manage your auditens
: SHARE

 inOrlando
2011



How to manage (all of) your auditors suARE

Techaglogy - Goeaeclions - Results

Set/Lead Program Vision and Strategy

Set/Lead InfoSec Planning

Subordinate decisions to a Risk Management process
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Information Security Framework

i Business
Alignment
* Overall program
strategy
» Target Maturity
level

\_

r

* Policy
 Standards
» Procedures
» Automation

\_

1

Sustainability

.

SHAR
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(

Accountability

« What resources,\
assets to you
have?
» How important
are they?
* What are the
ﬁsks?)

\

» Ownership?

 Funding?

* Implementer?

 Operator?
* Assurer?
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Enterprise Security Architecture

Monitor Security
Controls

Assess requirements/

Assess and /

Categorize Systems

Select Security
Controls

Security
Life Cycle

Implement Security
Controls

y L d

Assess security
controls

Blue-
Security
Life Cycle

!' Green- ITILi I

SHI\RE11

2011




-12-

InfoSec Roadmap - Strategic
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Program
Domain

Governance
Compliance

Networks

Servers Multi-YeaI‘ Planned
Desk Top Milestones

Applications
Data/Database
SIEM

Insider Threat

Physical &
Environmental
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InfoSec Roadmap - Strategic

Program ([Q|Q(Q|Q|Q|Q|Q[QQ|Q|Q|Q
Compliance /

Networks

\

Servers Or, if you can,
Desk Top plan Q by Q

Applications

Data/Database \ /

SIEM

Insider Threat

Physical &
Environmental

N SHARE
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InfoSec Roadmap - Tactical

Program ([Q|Q(Q|Q|Q|Q|Q[QQ|Q|Q|Q

Governance

Compliance
Networks
Servers
Desk Top
Applications

Data/Database

SIEM

Insider Threat

Physical &
Environmental

N

planned and
budgeted

for long term
projects.

A For Current Year, i,

milestones, allowing

i
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Risk Management Program SHARE
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Requirements
Business
Legal / Contractual

Security
2 i

Risk Assessment

.
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First Best Thing To Do

Second Best Thing To Do

Get Auditor
Input and Approval

AL
I
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Audit Briefing Paper

17- SHARE

2011



Summary: Manage Your Auditors suame

Establish a collaborative
relationship

Leverage your good
practices (or establish same)

Communicate frequently
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Crinual stastionn. Ruthiess competitaon. Unforghving customens. T el you can be strodaiely
wre of yeur I solusions with Tats Conudancy Services {TCH. As one of the warkdy fasen
rewing tehmology and busine solulions providers, 105 hes a5 repotation of defivery
ancellince hasd on workd clng 1T soitions thal e on tine, wifin budged snd oonistently
delives superice raakity, 5o, it cormed a3 no surpriie that we pionesned the concept of the Clobsl
Motwork Dalivery Model, Dovoloped Innoyasion Lska sndd Sobtion Aocekeston. Achlaving
a beved o dhelivery encellencs hal proviiies restel value 10 4 Cunliomers and i the isdustry
ik Emabiing cir (il b ioifsrksicn ity

TATA CONSULTANCY SERVICES
Experence certalnty

M heivied & Bulindss Solution & Owloscing
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Promise what we deliver.

Deliver what we promise. That's

certainty’



